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Abstract

This paper addresses the issue of cybersecurity for smart grid broadcast communications.
It proposes that broadcast messages sent to home-based devices be authenticated as
originating from a valid source. This is the third paper! in a series on broadcast-based
communication solutions for home-to-grid communications authored by the H/B/I2G
DEWG (Home/Building/Industry-to-Grid Domain Expert Working Group) from SGIP. It
explores practical methods of implementing security suitable for ensuring the integrity of
messages that help manage energy consumption including demand-response, and it
presents a framework for broadcast communications security.

Specific architectures and implementation designs are not addressed in this paper.
Instead, it addresses industry requirements and government guidelines, primarily for
cybersecurity, with some reference to physical security, as well as a survey of counter
measures against various types of cyber attacks.

While the scope of this paper primarily focuses on broadcast-based smart grid
communications, there are inherent security factors that affect all forms of a
communications infrastructure. This paper addresses data security, also called
“cybersecurity.” However, references are listed throughout this paper for physical security
measures relevant to a communications infrastructure. An example of such a standard is
listed in Appendix B, Reference 1, NERC CIP 002 009.

Whether to incorporate security features in a communications system, what type of
security, and how extensively security should be deployed are all business decisions based
on costs, risks, and benefits. In general, the higher the amount of energy managed, the
greater the demand for more stringent and rigorous physical security and cybersecurity
measures.

This paper identifies specific security guidelines and regulations that pertain to broadcast-
based smart grid communications, which include smart grid applications such as:

e Direct Load Control (DLC)

DLC typically refers to a class of customer devices that that can be controlled
by sponsoring utilities via direct links for actions like curtailing operations
temporarily. The utility’s objective with DLC is to optimize the utility load profile.

1 SGIP White Paper: Smart Grid System Stability with Broadcast Communications, May 2015.
SGIP White Paper: Broadcadiased Hometo-Grid Communication Solutions, November 2013.
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e Indirect Load Control

More advanced methods of customer load management include solutions
that are more consumer-centric rather than utility- or grid-centric. Such
systems afford the consumer considerable flexibility to manage power
allocation to home devices and appliances while maximizing the benefits of
these products and controlling expenditures for electricity. This type of load
control typically involves electronic messages about unusual events or
routine price changes (called time-of-use pricing) sent by utilities to
customer devices like appliances. Such devices are responsive to real-time
grid pricing only in accordance with the device configuration or wishes of
the device owner.

EPRI proposed the term “Prices-to-Devices” for communications to
appliances that are designed to process electric price data. Such appliances
respond by altering energy consumption in accordance with the appliance
configuration representing the wishes of the appliance owner. The device
would consume more or less energy depending on the comfort/savings
setting by the consumer.

The international standard ISO/IEC 15067-3, “"Model of a demand-response
energy management system” (Reference 2) introduced the Energy
Management Agent, a controller for managing energy among a group of
appliances. (ISO/IEC 15067-3 is contained in the SGIP Catalog of
Standards.) The Energy Management Agent allocates power from the utility
and from local sources (such as wind, solar, and storage) according to
appliance needs, customer preferences, and the customer’s budget for
energy.

e Hybrid one- or two-way energy devices

These are devices that contain both a broadcast receiver and a bi-directional
communications mechanism such as WiFi. The main advantage of this
configuration is to provide real-time grid information while enabling an
optional return channel for a variety of applications such as device
load/status information and customer remote control.

This paper presents a high-level overview of various security issues related to broadcast-
based solutions. The authors appreciate the extensive reviews and critiques of the
H/B/12G DEWG at SGIP and the contributions from academics, governmental regulators,
industry research groups, utility program designers, device and communication designers,
device manufacturers, and consumer advocates.
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Broadcast Security Measures
This paper specifies three distinct groups of infrastructures that require security
measures:

1. Utility

2. Broadcast

3. End customer homes

The recommendations in this paper are based on key documents issued by the National
Institute of Standards and Technology (NIST). These documents are summarized in
Appendix A.

Recommendations for cybersecurity are presented according to the flow of broadcast
data from source (utility) to destination (in-home devices).

Data flow steps within the utility infrastructure
1. The system authenticates data entry.
a. Arecognized user and authorization are required to enter data into the system.
2. The system determines the type of authorized data entered such as:
a. Pricing: retail, wholesale, index, predictive, etc.
b. Grid status notification
c. Grid emergency notification
d. Customer Relationship Management (CRM) and advisory data
3. A reasonableness check of data is done by the system before any data are issued.

Sentries and watchdogs

In addition to the simple data flow steps above, separate intrusion watchdogs, akin to
credit card pattern detection (running in the background), could be added. Practical and
structured programs developed according to DOD 2167, 2168 could constantly monitor
processes for software parameters that might inadvertently go out of bounds because of
bugs, gaps, or attacks.
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Recovery from intrusion could be established via techniques outlined in the FIPS
references, as well as from utility security audits conducted per regulatory guidelines.

Data flow steps within the broadcast infrastructure

1. The system authenticates data entry.

A user authorization procedure is required to enter data into the system. An
example of an existing broadcast authorization process is the Emergency Alert
System broadcast protocol, which enables the broadcaster to recognize the
authority and authentication of a presidential or state governor message.

Another example of an authenticated broadcast message is the nuclear submarine
ELF (Extremely Low frequency) system. Submarines can be certain that a message
sent via the underwater ELF broadcast is from an authorized source via the
encryption keys already on board. Many radio networks also have additional
proprietary security protocols to protect the broadcast stream for audio and data.
This is necessary to comply with best industry practices within FCC licensing
requirements. Finally, standard SSL (Secure Sockets Layer) IP (Internet Protocol)
sockets can also be established with the utility source.

2. The system then determines the type of authorized utility data entered. Examples are:

Pricing: retail, wholesale, index, predictive, etc.
Grid status notification
Grid Emergency notification

a0 T oo

Customer Relationship Management (CRM) and advisory data

3. The system does a reasonableness check of received data before sending a response.

4. Inherent broadcast security measures

There are several security measures inherent within the broadcast infrastructure, as
follows:

a. Limited physical access points into the broadcast stream. An example would be
the satellite delivery backbone of many nation-wide networks. The delivery
backbone has a limited number of data-entry points into the satellite
distribution network that feeds the local stations.

b. Geographic limits of the local station’s signal coverage: The local signal has an
FCC-protected contour that practically defines the coverage area. Therefore,
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even if security were somehow breached, the effects of the breach would be
limited to the local station’s protected contour.

c. Moreover, the broadcast protocol can be encoded for targeted groups within
the “geographic area” using additional protocol protections such as valid time
windows to prevent later repeat of a valid broadcast, etc.

Many of the sentries and watchdog techniques outlined for the utility infrastructure can
also be used to protect the broadcast infrastructure.

Data flow for customer home devices and energy equipment
1. The system authenticates incoming data

Typically, incoming broadcast data can be authenticated by several methods. The
most common embeds keys in the receiving device. This method would be applicable
in both OEM or after-market devices. An example of an after-market communications
device is the new class of ANSI/CTA 2045, “Modular Communications Interface”
standard communication modules.

In the case of 2045 devices, the Universal Communication Module (UCM) would
typically be responsible for authenticating the incoming message. For homes equipped
with an Energy Management Agent (EMA), the EMA may authenticate broadcast
messages containing price data and event notices.

2. Host device processing

The host device then determines the type of authorized utility data entered and may
or may not act on it depending on the OEM control firmware and consumer setting of
the host device.

2. Reasonable checks

A valid range of incoming messages can be vetted by the communications module or
by the OEM device controller. The communications module in this case can be external
or internal to the OEM device.

Because of the wide range of consumer product choices, the home may be the most
vulnerable infrastructure of the three domains highlighted by this paper. If there were
two-way connections to the home device, there would be a risk of a security breach due
to easy or non-set passwords or default factory settings such as SSIDs (Service Set
Identifier in the case of WiFi). Moreover, the average homeowner is not typically equipped
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with sophisticated and costly sentries and watchdogs available to the utility and broadcast
infrastructure.

Broadcast one-way security is arguably more secure than a two-way system would be for
in-home devices, especially if custom and optional home automation or remote control is
not required. For example, devices are defaulted to have the ability to /isten but not talk.
Therefore, privacy is inherently preserved in these cases.

Examples of Cyber Attacks

This section provides examples of cyber attacks with possible remedies to the
infrastructures domain described above.

DoS: denial of service

A denial-of-service (DoS) attack is defined in Wikipedia as “an attempt to make a machine
or network resource unavailable to its intended users.” Typically, key data-flow choke
points or servers are rendered unserviceable via a large volume of service requests from
external computing resources. Such external resources can sometimes be formed from
infected computers creating a malicious BOTNET (Robot Network), intended to mask the
originator of the attack.

LoC: loss of control via malicious access

There are unfortunately more and more high-profile examples of malicious access. In a
typical example, hackers guess or intercept valid user IDs and passwords into key
infrastructure access points. Unprotected public WiFi data stream intercepts, and even
penetrations assisted by “organization insiders,” have been reported recently.

R&R: record of valid messages and replay

A valid broadcast message can be intercepted and recorded digitally. A replay is then
timed for rebroadcast to put the message out of sync with the intended time frame.

Pirate: unauthorized broadcasts on valid frequencies

Where countries are undergoing a political coup, one of the key tactical objectives of
dissenters is often to gain access into the national broadcast infrastructure to control the
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message. In response, most national and large commercial broadcasters have
implemented significant physical and cybersecurity barriers.

Therefore, malicious access into authorized broadcast infrastructure is more likely to
occur outside physical studios and broadcast centers than within. However, disgruntled,
disloyal, or negligent staff can sometimes provide unauthorized access.

Another form of unauthorized broadcast is termed “Pirate Radio.” Such pirates can be on
the same frequency or a different frequency from a licensed broadcaster. The typical FM
radio with phase-lock-loop technology will automatically lock onto the stronger of the two
signals if both are operating on the same FM frequency.

More often than not, pirate radio tends to be less powerful than the authorized one, and
it is fairly easy for law enforcement to track and trace the signal to the transmitting tower.
Therefore, pirate radio is likely to be mobile. In fact, this mobility formed the basis for
“Pirate Radio,” a 2009 comedy movie about a “boat that rocked.”

Consumer Views on Privacy & Big Data

A 2015 publication by Parks Associates of Dallas, Texas reported on an investigation of
consumer attitudes and sensitivities about privacy. Some of the key findings include:

1. Privacy is a growing concern in consumer products and services. In many cases, it
may affect the buying decision of products or services.

2. Concerns can rise once a consumer owns a device and becomes more familiar with
its functions and privacy implications.

3. Arecent Pew Research Center study finds that nearly a fifth of online U.S. adults (18
percent) have had “important personal information stolen.”

4. If consumers sense that they are being spied on, manipulated, or exploited, data
aggregation can seriously tarnish the consumer relationship with a brand. Headline
cases of invasive aggregation, such as target marketing to a pregnant teen before her
own father knew she was expecting a baby?2, erode consumer trust and create
resistance to data exchanges between consumers and brands.

5. Combining at least three privacy rights alleviates almost three-quarters of consumer
concerns. Privacy concerns are relieved for 73 percent of consumer when they have

2* How Companies Learn Your Secrets,” The New York Ti mes
http://www.nytimes.com/2012/02/19/magazine/shopping -habits.html?pagewanted=7& _ r=2&hp
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the right to be invisible, the right to approve who uses the data, and the right to be
erased. Moreover, simply giving consumers the ability to opt in or opt out of data
collection and still use the product or service alleviates most concerns.

Recommendations

Most, if not all, of the cyber attack examples described in this paper can be mitigated by:

e Encryption — the process of encoding messages or information in such a way that
only authorized parties can understand it. Encryption does not of itself prevent
interception, but properly designed, it should prevent the interceptor from
understanding the message content. Typical encryption requires an encryption key
(or a pair of related keys) to scramble the message before sending and decoding
the message upon reception. Broadcast data do not generally need to be encrypted
because these data are not secret. However, an authentication signature should
be encrypted to validate the sender.

e Authentication — a process of confirming the identity of the broadcast author.
One method of authentication uses encrypted keys, i.e., the identity of the author
is confirmed by proper decryption of an identifying signature. Internet commerce
adds another layer of protection by verifying the digital signature is unique to the
sender with a trusted Certificate Authority, as explained in Reference 3.

e Authorization — the function of specifying access rights to processes or resources
related to broadcast content or infrastructure.

While a high-level description of various types of attacks with the relevant preventative
measures are discussed above, the choice of security procedures and associated costs
should be based on practical considerations like the probability of attack and the
complexity of defensive strategies.

System simulation of the various types of attack and resulting impact may be useful in
developing defense techniques and strategies. The California Energy Systems for the 21st
Century (CES-21) Program (Reference 4) has begun work in the simulation field towards
addressing some of these issues as cited in their 2015 annual report:

Scope of work: “Cybersecurity: Researches—and lays the groundwork for—
automated responses to the ever-growing number of cyber threat vectors. The
Machine-to-Machine Automated Threat Response (MMATR) project team is
working to develop a shared language to encode cyber threat descriptions, a
modeling engine to simulate these threats and potential responses, secure system
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interfaces for Supervisory Control and Data Acquisition (SCADA) and Industrial
Control Systems (ICS), and a test bed on which to run MMATR scenarios and prove
out simulated solutions with real-world equipment. One of the project’s priorities
is to make this research on advanced threat detection and automated response
extensible enough to work for all three California investor-owned utilities (IOU),
and ideally the private sector vendors who could productize such research for the
wider U.S. utility community.”

Conclusions from the 2015 report: “Cybersecurity: Given that 2015 was the start-
up year for the program, many learnings regarded the coordination of different
utilities and national labs.

e Model fidelity is a decision point for utilities trying to collaborate on
research. If models are too specific to a utility’s configuration, they are not
applicable for other IOUs. If they are too broad, precision is lost and the
model’s results are less actionable.

“The work to automate threat responses is in a nascent phase in the energy community.
Federal agencies like DHS and NSA are beginning to conduct machine-speed learning
cybersecurity research, and the DOE is funding programs to pursue cybersecurity
protections of the Bulk Electric System. California is at the forefront of state-based
research for this necessary technological development, and the CES-21 Program is in
close contact with federal research organizations to avoid duplication and increase
synergies.”

Conclusions

e A broadcast-based architecture can be used to form a backbone for smart grid
communications. It is no less secure and, in some cases, more secure than a two-
way infrastructure while complying with existing and planned regulatory as well as
voluntary guidelines.

e Actual deployment systems can be limited but imminently-scalable operational
units to minimize the overall impact of a security breach.

e The security of the system as a whole is as strong as its weakest links, which, in
most cases, are the end customer home/infrastructure or default passwords at
commercial installations.

e One-way broadcast inherently addresses most consumer concerns about privacy.
Personal information cannot possibly be accessed without explicit actions to enable
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a communications channel for data to exit the device or home. This consumer
comfort factor may prove to be crucial for enabling mass-market deployment of
millions if not billions of devices to consume electricity in a more intelligent manner
from a more efficient grid.

Appendix A: Key NIST Documents

The following key cybersecurity specifications have been developed by the United States
National Institute of Standards and Technology (NIST). Please note that a NIST IR is a
NIST Interagency Report.

NIST IR 7628, “"Guidelines for Smart Grid Cyber Security” (Reference 5a)

NIST IR 7628 was written with the assistance of the Smart Grid Interoperability Panel
(SGIP) Privacy Group and issued in September 2010. This document examines current
and future smart grid security requirements, for which it offers guidelines in five
categories:

1. Selection of use cases

Risk assessment

Set boundaries

High-level security requirements

i AW DN

Test and certification

NIST 800-53r4, “Security and Privacy Controls for Federal Information
Systems and Organizations” (Reference 5b)

This document was co-authored with the Department of Commerce (DOC). It provides a
catalog of security and privacy controls for federal information systems and organizations.
It includes a process for selecting controls to protect organizational operations (including
mission, functions, image, and reputation), organizational assets, individuals, other
organizations, and the nation from a diverse set of threats including hostile cyber attacks,
natural disasters, structural failures, and human errors. The controls are customizable
and implemented as part of an organization-wide process that manages information
security and privacy risk.
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FIPS 140-2 Level 3 (Reference 5¢)

This standard specifies the security requirements that are satisfied by a cryptographic
module utilized within a security system protecting sensitive but unclassified information.
The standard provides four increasing, qualitative levels of security: Level 1, Level 2,
Level 3, and Level 4. These levels are intended to cover the wide range of potential
applications and environments in which cryptographic modules may be employed. The
security requirements apply to the secure design and implementation of a cryptographic
module.

Appendix B: References

References cited in this paper:

1)
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3)

4)

5)

Relevant physical security guidelines
NERC CIP 002 009

International energy management standard
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3%7cnull

Cybersecurity methods
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